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Max Braun - Whisper (CC BY-SA 2.0


https://www.flickr.com/photos/maxbraun/
https://www.flickr.com/photos/maxbraun/4197063408/
https://creativecommons.org/licenses/by-sa/2.0/

IDENTIFIKATION

_dChris - Imitation Game (CC BY 2.0)


https://www.flickr.com/photos/_dchris/
https://www.flickr.com/photos/_dchris/20048978129/
https://creativecommons.org/licenses/by/2.0/
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GESCHICHTE DER
KRYPTOGRAPHIE



HANDVERSCHLUSSELUNG

e 3. Jahrtausend vor Christus in Agypten

e Skytale Verschlisselungsstab der Griechen



Wikimedia Commons - Skytale (CC BY-SA 3.0)


https://commons.wikimedia.org/wiki/Main_Page
https://commons.wikimedia.org/w/index.php?curid=1698345
https://creativecommons.org/licenses/by-sa/3.0/deed.en
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Enigma-Schliisselmaschine
Drei-Walzen-Enigma mit streckbarem Tauschalphabet

Mit Hilfe einer Enigma-Maschine wurden wahrend des Zweiten
Weltkrieges Klartexte verschliisselt. Fiir die Marine gab es bei
der Drei-Walzen-Version acht Reservewalzen, von denen je nach
dem Tagesschliissel drei bestimmte Walzen in die Maschine ein-
gelegt wurden. Ab 1942 gab es fiir die Marine eine Vier-Wal-
zen-Maschine. Das Ende des U-Boot-Krieges war nicht zuletzt

auch, neben dem Radar und der Luftiiberlegenheit der Aliier-
ten, durch den Einbruch britischer Dekodierungsspezialisten in
den deutschen Marineschliissel ,M" herbeigefiihrt worden.

Sebastian Hempel - Enigma (CC BY-SA 4.0


http://creativecommons.org/licenses/by-sa/4.0/

COMPUTER

Pretty Good Privacy

Matt Crypto - PRZ closeup (CC BY-SA 3.0)


https://en.wikipedia.org/wiki/User:Matt_Crypto
https://commons.wikimedia.org/wiki/File:PRZ_closeup.jpg
https://commons.wikimedia.org/w/index.php?curid=806311

BAUSTEINE DER MODERNE
KRYPTOGRAFIEN



ZUFALL

Wichtiges Element der Kryptografie

Schlissel basieren auf Zufallszahlen



Zufallszahl

Schlusselgenerierung

privater offentlicher
Schlussel Schlussel

Bananenfalter, Orange_blue_public_private_keygeneration_de
(CCO)


https://commons.wikimedia.org/wiki/User:Bananenfalter
https://commons.wikimedia.org/wiki/File:Orange_blue_public_private_keygeneration_de.svg
https://creativecommons.org/publicdomain/zero/1.0/deed.en

SYMMETRISCHE
VERSCHLUSSELUNG

Schlussel

Klartext

Geheimtext

Qs

Schlussel

Bananenfalter, Eigenes Werk, (CCO)


https://commons.wikimedia.org/wiki/User:Bananenfalter
https://commons.wikimedia.org/w/index.php?curid=14688642
https://creativecommons.org/publicdomain/zero/1.0/deed.en

SYMMETRISCHE VERFAHREN

e DES (1977)
e AES (2000)



ASYMMETRISCHE
VERSCHLUSSELUNG

Qs

offentlicher
Schlussel

Klartext

Geheimtext

C

privater
Schlussel

Bananenfalter, Eigenes Werk (CCO)


https://commons.wikimedia.org/wiki/User:Bananenfalter
https://commons.wikimedia.org/w/index.php?curid=14688641
https://creativecommons.org/publicdomain/zero/1.0/deed.en

ASYMMETRISCHE VERFAHREN

e RSA (1977)
e Elliptische Kurven /ECC (Mitte der 1980er)



HASHFUNKTIONEN

hash
keys function hashes
00
John Smith
01
Lisa Smith -
03
04
Sam Doe
05
Sandra Dee '
15

Jorge Stolfi, Eigenes Werk (Gemeinfrei)


https://commons.wikimedia.org/wiki/User:Jorge_Stolfi
https://commons.wikimedia.org/w/index.php?curid=6601264
https://en.wikipedia.org/wiki/en:public_domain

KRYPTOGRAPHISCHE
HASHFUNKTION

e MD5 (1992)
e SHA (1993)



EINSATZ DER BAUSTEINE



ALICE UND BOB
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Mallory

Didia, Own work (CC BY-SA 4.0)

http://cryptocouple.com/


https://commons.wikimedia.org/w/index.php?title=User:Didia
https://commons.wikimedia.org/w/index.php?curid=48553852
https://creativecommons.org/licenses/by-sa/4.0/deed.en
http://cryptocouple.com/

VERSCHLUSSELN

Qs

Schlussel

Klartext Geheimtext

C

Schlussel

Bananenfalter, Eigenes Werk (CCO)


https://commons.wikimedia.org/wiki/User:Bananenfalter
https://commons.wikimedia.org/w/index.php?curid=14688642
https://creativecommons.org/publicdomain/zero/1.0/deed.en

SIGNIEREN
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Alice (Absender)

Bob (Empfanger)

Priwo, Schemaskizze Elektronische Signatur (CC BY-SA 3.0)


https://de.wikipedia.org/wiki/Benutzer:Priwo
https://commons.wikimedia.org/w/index.php?curid=1659841
http://creativecommons.org/licenses/by-sa/3.0/
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KRYPTOGRAFIE IN DER PRAXIS



UMFANG

e Transport Verschlusselung

e Ende-zu-Ende Verschlusselung



TRANSPORT VERSCHLUSSELUNG

Schutz der Daten bei der Ubetragung

e HTTPS
e TLS
e SSH



ENDE-ZU-ENDE
VERSCHLUSSELUNG

Schutz bis zur endgultigen Verarbeitung

e S/MIME
e GNUuPG
o \WS-Security
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Santeri


https://commons.wikimedia.org/wiki/User:Zunter
https://commons.wikimedia.org/wiki/File:HTTPS_and_padlock_in_website_address_bar.jpg
https://commons.wikimedia.org/w/index.php?curid=52411089

SCHLUSSEL-MATERIAL

keys-2114366 (CCO Creative Commons)


https://pixabay.com/de/tasten-l%C3%B6sung-gesch%C3%A4ft-erfolg-2114366/
https://pixabay.com/de/service/terms/#usage

PRIVATE KEY

key-2114293 (CCO Creative Commons)


https://pixabay.com/de/schl%C3%BCssel-begriffe-sicherheit-2114293/
https://pixabay.com/de/service/terms/#usage

ZERTIFIKAT

key-2114047 (CCO Creative Commons


https://pixabay.com/de/schl%C3%BCssel-begriffe-sicherheit-2114047/
https://pixabay.com/de/service/terms/#usage

ZERTIFIKATE

Beglaubigter Public-Key

e self-signed
e ecigene CA
o Offentliche CA



Vertrauenswurdige Ausgabestelle von Zertifikaten

approved-1966719 (CCO Creative Commons)


https://pixabay.com/de/genehmigt-stempel-stempel-genehmigt-1966719/
https://pixabay.com/de/service/terms/#usage

TRUSTSTORE

Zertifikate vertrauenswurdiger CAs

key-2148476 (CCO Creative Commons)


https://pixabay.com/de/schl%C3%BCssel-schl%C3%BCsselbund-t%C3%BCrschl%C3%BCssel-2148476/
https://pixabay.com/de/service/terms/#usage

VERBINDUNGSAUFBAU

Validierung des Zertifikat

Aushandlung der Verschlusselung



VALIDIERUNG - SUBJECT

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
04:67:72:5c:40:75:72:c0:44:03:03:7b:al:2c:££:£8:70
Signature Algorithm: shaZ256WithRSAEncryption
Issuer: C=US, O=Let's Encrypt, CN=R3
Validity
Not Before: Jul 26 14:34:16 2021 GMT
Not After : Oct 24 14:34:14 2021 GMT
Subject: CN=jcon.one

X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:jcon.one, DNS:www.jcon.one



VALIDIERUNG - GULTIGKEIT

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
04:67:72:5c:40:75:72:c0:44:03:03:7b:al:2c:££:£8:70
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, O=Let's Encrypt, CN=R3
Validity
Not Before: Jul 26 14:34:16 2021 GMT
Not After : Oct 24 14:34:14 2021 GMT
Subject: CN=jcon.one



VALIDIERUNG - CHAIN

CONNECTED (00000003)
depth=2 O = Digital Signature Trust Co., CN = DST Root CA X3
verify return:1
depth=1 C = US, O = Let's Encrypt, CN = R3
verify return:1
depth=0 CN = jcon.one
verify return:l
Certificate chain

0 s:/CN=jcon.one

i:/C=US/O=Let's Encrypt/CN=R3

: /C=US/O=Let's Encrypt/CN=R3
: /C=US/O=Internet Security Research Group/CN=ISRG Root X1
:/C=US/O=Internet Security Research Group/CN=ISRG Root X1
: /C=US/O=Internet Securitv Research Groun/CN=ISRG Root X1

H-n -0



AUSHANDLUNG DER
VERSCHLUSSELUNG

DHE-RSA-AES256—-AES256

e Wie wird der Session-Key Ubertragen? - DHE
e Wie wird der Server Authentifiziert? - RSA
e Wie wird verschlusselt? - AES256

e Wie wird Integritat gepruft? - AES256



DATEIFORMATE

e PEM (OpenSSL)
e PKCS12

e Java Keystore



FEHLERQUELLEN



Subject passt nicht zum Server

Secure Connection Failed

login.new.facebook.com uses an invalid security certificate.

The certificate is only valid for www.facebook.com

(Error code: ssl_error_bad_cert_domain)

= This could be a problem with the server's configuration, or it could be
someone trying to impersonate the server.

= |f you have connected to this server successfully in the past, the error may
be temporary, and you can try again later.

Or you can add an exception...

Bruno Pedro, Facebook invalid SSL certificate error message (CC
BY-SA 2.0)

10.


https://www.flickr.com/photos/bpedro/
https://www.flickr.com/photos/bpedro/2667700791
https://creativecommons.org/licenses/by-sa/2.0/

FEHLERHAFTES ZERTIFIKAT

Certificate:
Signature Algorithm: shaZ256WithRSAEncryption
Subject: CN=jcon.one

X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:jcon.one, DNS:www.jcon.one



Zertifikat ist abgelaufen

J 0 C == 187 - Area Clienti

% Yl

{ https: [ /web.ebill-a.telecomitalia.it/asp/IA3W _config_visualizza.asp?token=BB92985D160B8957700CFCAE28744D19

A The site's security certificate has expired!

You attempted to reach web.ebill-a.telecomitalia.it, but the server presented an
expired certificate. No information is available to indicate whether that certificate has
been compromised since its expiration. This means Google Chrome cannct guarantee
that you are communicating with web.ebill-a.telecomitalia.it and not an attacker.
Your computer's clock is currently set to Tuesday, August 26, 2014 9:28:43 AM. Does
that look right? If not, you should correct the error and refresh this page.

You should not proceed, especially if you have never seen this warning before for this
site.

(le:em:l arl\fwav) (Back to safety)

» Help me understand

medithlT, Telecom HTTPS insicura (CC BY 2.0)

10.


https://www.flickr.com/photos/medithit/
https://www.flickr.com/photos/medithit/14873957579
https://creativecommons.org/licenses/by/2.0/

FEHLERHAFTES ZERTIFIKAT

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
04:67:72:5c:40:75:72:c0:44:03:03:7b:al:2c:££:£8:70
Signature Algorithm: sha256WithRSAEncryption
Issuer: C=US, O=Let's Encrypt, CN=R3
Validity
Not Before: Jul 26 14:34:16 2021 GMT
Not After : Oct 24 14:34:14 2021 GMT
Subject: CN=jcon.one



Kein Vertrauen zum Zertifikat

[+]Buggrapportering! - joakir J 55L Error th

&« =25 C N 95 hips://wikiplaneto.net/index.php/16_Bugs_reporting_rules
Fleader '_|Nute ._|P'FE55Thi5 '_|Hnmerun SAS o upd-stream '_|ReadLater Deval Dsm:ial Dkull Dpl

The site's security certificate is not trusted!

You attempted to reach wiki.planeto.net, but the server presented a certificate issued by an e
computer's operating system. This may mean that the server has generated its own security cr
rely on for identity information, or an attacker may be trying to intercept your communications. '
you have never seen this warning before for this site.

i N b
. Proceed anyway || Back to safety )

b Help me understand

Joakim Jardenberg, SSL Error (CC BY 2.0)

10.


https://www.flickr.com/photos/jocke66/
https://www.flickr.com/photos/jocke66/4413935542/in/photolist-ctJoEy-w5bDKb-7J3zfW-8NY8iD-54JEve-6P5xNm-6iM6bs-414AgP-Nj16K1-21z6Jd
https://creativecommons.org/licenses/by/2.0/

FEHLERHAFTE CHAIN

CONNECTED (00000003)
depth=2 O = Digital Signature Trust Co., CN = DST Root CA X3
verify return:1
depth=1 C = US, O = Let's Encrypt, CN = R3
verify return:1
depth=0 CN = jcon.one
verify return:l
Certificate chain

0 s:/CN=jcon.one

i:/C=US/O=Let's Encrypt/CN=R3

: /C=US/O=Let's Encrypt/CN=R3
: /C=US/O=Internet Security Research Group/CN=ISRG Root X1
:/C=US/O=Internet Security Research Group/CN=ISRG Root X1
: /C=US/O=Internet Securitv Research Groun/CN=ISRG Root X1

H-n -0



Keine gemeinsamen Ciphers

y Secure Connection Failed

An error occurred during a connection to ccff02.minfin.fgov.be.

SSL peer was unable to negotiate an acceptable set of security
parameters.

(Error code: ssl_error_handshake failure_alert)

The page you are trying to view can not be shown because the authenticity of
the received data could not be verified.

m Please contact the web site owners to inform them of this problem.

-
1Y
1

Marin Gattelier, FF-handshake-error (CC BY-SA 2.0)

10.


https://www.flickr.com/photos/marin-gatellier/
https://www.flickr.com/photos/marin-gatellier/3629173081/
https://creativecommons.org/licenses/by-nc-sa/2.0/

FRAGEN?

Matthias Ripp, any questions? (CC-BY)


https://www.flickr.com/photos/56218409@N03/
https://www.flickr.com/photos/56218409@N03/15371262455/
https://creativecommons.org/licenses/by/2.0/

